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Abstract

Distributed Energy Resources (DER) are being added to the nation’s electric grid, and
as penetration of these resources increases, they have the potential to displace or
offset large-scale, capital-intensive, centralized generation. Integration of DER into
operation of the traditional electric grid requires automated operational control and
communication of DER elements, from system measurement to control hardware and
software, in conjunction with a utility’s existing automated and human-directed
control of other portions of the system. Implementation of DER technologies suggests
a number of gaps from both a security and a policy perspective.
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1. EXECUTIVE SUMMARY

Distributed Energy Resources (DER) are being added to the nation’s electric grid, and as
penetration of these resources increases, they have the potential to displace or offset large-scale,
capital-intensive, centralized generation. Integration of DER into operation of the traditional
electric grid requires automated operational control and communication of DER elements, from
system measurement to control hardware and software, in conjunction with a utility’s existing
automated and human-directed control of other portions of the system.

The implementation of DER technologies suggests a number of gaps from both a security and a
policy perspective. First, the convergence of information and communication technologies and
electricity grid operations and control increase the potential attack surface of the power grid to
malicious actors.

Second, authentication of information to and from DER devices (i.e., who can talk to a device)
and integrity of those communications (determining that the information has not been modified
in transit) are substantive issues and are essential to operational security.

Third, while a range of policy steps have been taken to accelerate additions of DER to the grid in
the last two decades, similar policy steps to ensure cyber security of DER systems, and
integration of DER systems with the larger grid, have lagged in comparison. This places the onus
of identification and protection of critical cyber assets that control, or could impact, the
reliability of bulk electric systems on a range of stakeholders, specifically balancing authorities,
transmission operators, and reliability coordinators.

Fourth, at the state level, policy implementation has been mixed for securing DER systems,
though this is to be expected. California was proactive, relative to Federal policies, by adding
minimum cybersecurity requirements within the confines of existing regulatory rulemaking. On
the other hand, in New York, state regulatory authorities deferred to NIST guidance, saying that
“there is no single set of security standards that we can simply direct utilities to comply with. It
is unlikely that any definitive set of standards will ever exist, given the threat.”

Finally, a coordinated effort among stakeholders—the nation’s utilities, state public utility
commissions (PUCs), distributed-generation control hardware and software vendors, and
communications providers—does not exist to address the growing attack surface. Grid operators
are left to rely on the ability of DER operators at various scales, from large commercial entities
to noncommercial users, to properly configure their networks. Congestion and network failures
for commercial communications networks such as the Internet and the Public Switched
Telephone Network, on which some elements of utility operational information may ride, can
lead to an inability to properly communicate with distributed grid technology. Combined, these
gaps create potential for distributed generation to have a negative effect on grid resilience.



This page intentionally left blank.



2. PROBLEM STATEMENT

Our national electric grid is evolving to include significant amounts of distributed generation,
storage, and demand response, geared to lower the cost of electricity, increase energy security,
reduce the environmental impact of energy production, and increase customer choice. Some
distributed energy resource installations, such as those designed to provide power to a facility or
area under emergency conditions in isolation from the larger grid, can increase systemic
resilience at the local level. The evolution of grid architecture incorporating such resources will
bring on new, as-yet unrealized security threats. These threats will be related to vulnerabilities of
the system to natural events and human-caused malicious or accidental actions (whether cyber or
physical). Several changes are driving this evolution of the grid, including the following:

o The integration of inverter-based systems, such as solar photovoltaics and storage
technologies;

Growth in connection of electric vehicles and associated charging stations;

New controls and demand response technologies;

The growing presence of Internet-connected grid devices; and

The role of communications and commercial communications technologies and
providers across widely distributed systems.

These technological changes in the structure of the electric grid are further influenced by
economic and regulatory changes designed to accelerate the economic attractiveness of new
technology options. It is not yet clear what all the security implications are of changing either the
topological and functional structure of the electric grid or the control systems necessary to
manage it, but technology development and policies are needed now that aim to ensure grid
security as these issues evolve. The rate that regulation encourages market penetration of
distributed generation has outpaced policy development supporting security and reliable
communications implementation, creating several gaps.

This document addresses the evolving landscape in consumer-grid interactions and policy and
explores gaps and paths forward to a more robust and secure grid. It begins by developing a
picture of how Distributed Energy Resources (DER) are functionally being incorporated into the
electric grid, describing the technologies involved and their potential risks. The document then
discusses the technical, economic, and policy influences impacting the deployment and
penetration of DER. Finally, the document identifies potential gaps in policy and research on
security in DER deployments. Identifying and addressing these gaps will lead to a future grid
that maintains reliability for consumers while enhancing environmental quality, increasing
choices, lowering costs, and improving resilience of our energy infrastructure.
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3. THE EVOLUTION OF THE DISTRIBUTION SYSTEM (INCLUDING
DISTRIBUTED ENERGY RESOURCES) AND THE IMPACTS ON
SECURITY

Distributed Energy Resources date back to the world’s earliest electrification projects where
appropriately-sized power generation assets were placed close to load to meet demand. A
combination of technological, economic, and regulatory effects has, in recent years, increased the
deployment of distributed generation. Some of the technologies considered as part of distributed
generation include small-scale fossil-fueled generation (e.g., reciprocating internal combustion
engines, gas turbines, microturbines) and non-traditional generation, such as fuel cells,
renewable energy assets like photovoltaic systems and wind turbines, along with storage devices,
or combinations of these energy-producing technologies (El-Khattam, 2004). All of these
technologies are designed to meet electricity demand closer to the point of consumption in
significantly smaller increments than was traditionally done when adding capacity to the grid in
more centralized locations.

For much of the last century, utilities, upon determining a need for additional generation to meet
demand, would petition their state regulatory authority for permission to build additional
generation, and would seek cost reimbursement from customers in the form of increased rates.
The quantity of generation these utilities would build was based on long-term expectations of
demand growth, and units would usually be in the hundreds of megawatts (MW) in capacity,
either placed with existing generation of similar size, or in a new location. At the time, this was
the most effective solution and would meet several years’ worth of expected demand growth.
Today, the attractiveness of distributed energy options is enhanced by the increased reliability of
locally available generation. Along with wholesale energy available via competitive markets
using open-access transmission, this serves as an additional option for utility planners in
satisfying demand. DER sources installed by consumers, independent power providers, or other
entities, are smaller, and require just a small installation footprint. Individual residential elements
of a distributed generation solution can run as low as 5 kilowatts (kW) (El-Khattam, 2004),
while combined facilities with multiple elements can be larger, into the MWs range, with states
gradually increasing the lower bound of generation capacity that can be considered as DER,
increasing the number of DER projects connected to the distribution system rather than to the
transmission system (Powers, 2016).

Integration of distributed energy resources into operation with the traditional electric grid,
particularly for microgrids designed to operate islanded from the primary grid in the event of
disruption, requires automated operational control and communication of DER elements, from
system measurement to control hardware and software, in conjunction with a utility’s existing
automated and human-directed control of other portions of the system. A range of power
electronics devices (combinations of semiconductor switches, gating and control systems,
inductive and capacitive components) are typically used for connecting distributed energy
systems to the greater electric power system in distributed energy resource installations
(Kroposki, 2010)(Colmenar-Santos, 2016). These devices provide the most potential for active,
controlled integration with the grid. When integrated with energy demand management programs
and technologies, these combined technologies significantly increase the attack surface of the
national power grid and opportunity for risk to system operation from malicious actors.
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In the US, states like Hawaii and California are good examples of increasing penetration of
inverter-based distributed generation'. To address the increasing concern for cyber-secure
distributed generation, the California Solar Initiative has put together several cyber security and
testing recommendation documents related to residential inverter-based DER assets. Their
recommendations specifically focus on communications modules that provide protocol
conversion and the following communications pathways:

e From the utility to the device

e From the vendor to the device (for software updates, monitoring, diagnostics, or repair)

e From the aggregator (if there is an aggregator pulling all of the DER resources together)
to the device (Henry, 2015)

Additionally, the following communications pathways are important in distributed generation:

e From the aggregator to the utility
e From the device to the utility

These communications pathways are shown in Figure 1. The cyber security and testing
recommendations identified by the California Solar Initiative could be applied in that space as
well.

Vendor

Device

Utility

Aggregator

Figure 1. Communications Pathways Relevant to DER Integration, Operation, And
Maintenance

Lnverter-based distributed generation includes fuel cells, wind turbines, solar photovoltaics, and microturbines
reliant on inverters for interface to the electric grid (Keller & Kroposki, 2010), though solar photovoltaic sources
dominate this category in terms of both net generation and number of metered installations.
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Large utilities, both investor-owned and not-for-profit, use a range of methods for
communications, often within the same utility, from utility-owned communications lines to
microwave to the commercial telecommunications network. In residential and smaller
commercial installations (as well as in large utilities), reliance on commercial
telecommunications is present in grid control. For residential and small commercial installations,
devices sit on a commercial internet service provider’s network out of the control of the utility
and any of its normal security mechanisms. This dependence on a commercial internet service
provider’s network puts the availability of DER resources network nearly exclusively under the
control of the commercial internet service provider, and may place system security in the hands
of the consumer who may have any number of additional devices on their home or business
network with varying levels of security in place. It also represents an increase in the potential
cyber-attack surface. This, naturally, raises the potential for questions as to how security will be
adequately established, given the diverse nature of these networks.

Availability of an intermittently used device, such as a DER reliant on the sun or wind, is less
critical than for an always-on device, since a utility system is already designed to accommodate
the uncertainty associated with the device’s operation (Henry, 2015). However, authentication
(answers the question, Who can talk to the device?) and integrity (answers the question, Has the
information been modified in transit?) are discussed as much larger issues, and are essential to
operational security.

A range of theoretical attacks against the communications architecture-supporting utility and
DER operations are possible. For example, an intruder could create a denial-of-service attack so
that control commands could not reach the DER, or leverage other security vulnerabilities on the
consumer network to intercept control and monitoring traffic and potentially modify it in transit,
or even to compromise the DER devices themselves. Weaknesses and vulnerabilities of this
nature have been regularly identified and presented both in print and at hacker conferences like
DEFCON. In one case, a homeowner identified multiple risks to his household solar array’s
control system, including an open wireless access point and services provided over an
unencrypted hypertext transfer protocol (HTTP) connection, allowing for a brute-force attack to
guess at the system’s username and password (Fox-Brewster, 2016). Similarly, German
researcher Maxim Rupp identified flaws in large-scale wind turbine and solar array control
systems requiring a low level of skill to exploit and that could be used to turn off power supplies
using the control systems (Fox-Brewster T. , 2015). Producing effective attacks on the DER
devices may require reverse engineering and detailed knowledge and tools related to gaining
access and control of the device itself. Most DER controllers are embedded systems running
firmware that is specific to that controller. As such, the majority of attacks leverage
vulnerabilities on the network side of the device. Nevertheless, it stands to reason that increased
advanced communication and control of distributed generation assets could have implications on
the power grid, both at a local and regional level (if enough distributed generation is exposed and
subverted).

13
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4. POLICIES INFLUENCING TECHNOLOGY IMPLEMENTATION AND
SECURITY

A variety of technical, economic, and policy influences affect the adoption and implementation
of distributed generation technologies (Colmenar-Santos, 2016). There are several positive
aspects from a technical perspective. Siting generation closer to demand reduces losses in the
movement of power, which are correlated with the distance required for power to travel to meet
system load. The availability of distributed generation as a supplement to traditional supply of
electric power can also improve the quality of power used by eliminating voltage sags and
improving consumer reliability.

From an economic perspective, a combination of technology improvements and large-scale
capital investments have led to dramatic reductions in the cost per unit of power generated for
various distributed energy resources. This is especially true for photovoltaics and wind energy,
with the cost of energy of onshore wind in Europe dropping 65% between 1988 and 2014
(International Renewable Energy Agency, 2015), and the cost of solar cells dropping by 65%
between 2009 and 2013 (International Renewable Energy Agency, 2014), with continued cost
declines over the next decade expected (International Renewable Energy Agency, 2016).
Economics of implementation of these technologies were also enhanced by financial incentives
at the local and state level. In the past several years, various state and local governments have
employed a number of financial incentive programs such as loans, direct rebates, tax credits, and
feed-in tariffs to drive the development of renewable electricity production capacity. Specific
examples are presented as part of the Appendix for selected states (Hawaii, California, Vermont,
and New York). Although the direct effectiveness of individual programs is beyond the scope of
this analysis, available net metering production capacity and advance meter adoption data (see
Table 1) reveal the overall trend toward the smart grid posture in each of our target states.

Table 1. Growth in Wind and Photovoltaic Capacity for Selected States*

Residential  Commercial Industrizl Total Residential Commercial Industrial Total
Total Number Total Number
Photovoltalc  Photowoltale  Photowoltalc  Photovoltale Wind Wind Wind Wind
State Year of Meters - of Meters -
Capacity Capacity Capacity Capacity Photovaltalc Capacity Capacity Capacity Capacity Wind
L L (M) (M) (M) [ L] L I
Ip1a 4.3 363 - 1211 22,264 0.1 0.1 - 0.2 15
Hawall 2013 1732 474 - 2206 40,511 01 0.2 - 0.3 38
2014 230.9 £0.2 - 291.1 51,895 0.1 0.2 - 0.3 40
2012 7343 525.0 774 1.5836.7 158,940 iz 1.6 71 12.4 481
califarnia 2013 1,054.3 577.3 4033 20409 233,181 X} 21 7.0 127 567]
1014 1,582.6 705.5 493.5 2718 337,099 X} 22 a0 137 58|
2012 14.9 X 0.2 18.9 2,318 0.4 01 - 0.5 62
Vermaont 2013 15.2 4.5 0.2 19.9 2,676 0.5 0.1 - 0.6 58
3014 2349 7.5 0.2 e 3,895 0.5 0.2 - 07 68
2012 50.7 47.5 0.1 a8.3 10,785 0.8 0.6 - 1.4 138
New York 2013 B8 B9.6 2.2 175.6 15,626 23 1.2 0.2 36 305
2014 165.3 143.6 T 2T 29,175 24 24 0.2 4.9 322

*Note the order of magnitude of difference between photovoltaic installations, both in terms of
capacity and number of meters, relative to wind installations for the states examined.

For example, in terms of total install capacity, California has the largest installed distributed
photovoltaic capacity of the four states considered in this discussion. In 2014 (most recent
available data), California has approximately 2,800 MW of distributed photovoltaic production
capacity installed. In this same year, California achieved a capacity allocation among its
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residential, commercial, and industrial sectors of 57 percent, 25 percent, and 18 percent,
respectively. New York in this same year achieved an allocation of 53 percent residential and 46
percent commercial, with a total installed capacity of 313 MW. By comparison, both Hawaii and
Vermont achieved relatively high allocations of their distributed photovoltaic production
capacity in their residential sectors. In 2014, almost 80 percent of Hawaii’s capacity was
installed in its residential sector with a total installed capacity of 291 MW. Likewise, Vermont
had 76 percent of its 32 MW allocated in its residential sector. Table 1 shows capacity (in MW)
and number of meters for photovoltaic and wind systems for each of the four states.

From the formal policy development standpoint, 2007 was a pivotal year, with the enactment of
the Energy Independence and Security Act (EISA) (P.L. 110-140). Title XIII of EISA
(Government Printing Office, 2007) established grid modernization through maintenance of a
reliable and secure electricity infrastructure as a national policy. Under Title XIII of EISA, the
director of the National Institute of Standards and Technology (NIST) was given primary
responsibility for coordinating development of a framework for interoperability of grid devices
and systems. Language in EISA also amended the Public Utility Regulatory Policies Act of 1978
(PURPA) to allow state utility regulatory authorities to amend their policies on grid investments
to consider requiring inclusion of smart grid investments.

In the years that followed, a concerted effort was made on the part of federal regulatory bodies
and standards organizations to promulgate the rules and guidelines to move the grid
modernization vision presented by Congress forward. To provide the seed funding for the grid
modernization vision, the American Reinvestment and Recovery Act (ARRA) (P.L. 111-5)
appropriated $4.5 billion for Title XIII grid modernization projects in 2009. During the period of
2007 through 2014 there was a series of policy actions in the grid security space that set the
ground rules for state-level action. For example, in 2012, the U.S. Department of Energy (DOE),
in collaboration with NIST, the North American Electric Reliability Corporation (NERC), and
with input from members of industry, developed the electricity subsector cybersecurity Risk
Management Plan (RMP) Guideline (Edison Electric Institute, 2014) (US Department of Energy,
2012). Two years later NIST released its Cybersecurity Framework Version 1.0. This framework
was designed to offer organizations, regulators, and consumers a cost-effective approach to
manage cyber risk across the nation’s critical sectors (US Department of Energy, 2014) (NIST,
2014).

The development of state-level policies related to grid modernization reflect the logical
progression from national-level policy mandates and controls to specific technology
implementation by utilities in compliance with federal and subsequent state-level policies. With
the bulk of the initial work to establish national-level policy controls for grid modernization
largely completed by 2013, state legislatures began taking action around this time (or slightly
before) to formalize state policy on grid modernization.

There are distinct pros and cons to defining compliance-based security regulatory policies
relative to nascent, maturing technologies such as DER systems and components, as opposed to
security-based standards. Such compliance-based policies cannot be defined before the
technology exists, and often has to be delayed until not only the individual components of the
technology are mature, but until systems designed to control said components have been
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developed and are matured. Within this development window, and in the absence of regulation,
industry-defined best practices designed to minimize systemic risk, geared around a security
basis, are essential to be followed. The legal risk of deploying technology with security flaws can
be significant and threaten the economic well-being of nascent technology developers.

In general, the resulting legislation established paths to the integration of DER for the state and
directed public utility commissions (PUCs) to begin formulating operational regulation
requirements for the states’ utilities. The degree to which these state-level actions incorporated
specifics regarding security for DER integration varied substantially. For example, in 2011, New
York passed legislation establishing a state-wide smart grid policy. This legislation allowed for
two-way digital communication between electric utilities, their distribution grid and customers.
This legislation aimed to improve efficiency and reliability of the electrical distribution system,
while decreasing electric prices throughout the state, and providing increased protection of the
state's electric grid through remote monitoring of critical infrastructure and key assets (EIA,
2011). New York’s legislation, however, lacked any reference to security policies for
implementation of the systems permitted. In that same year, the New York Public Service
Commission (NYPSC) approved a policy statement establishing smart electric grid guidelines
for utilities and grid modernization in general (NGA, 2015).

The conversion of law into enabled policy at the PUC level expresses the need for security, but
also shows the limitations of the conversation. In their 2015 order on Reforming the Energy
Vision (State of New York Public Service Commission, 2015), the NYPSC identified a number
of potential issues in a reformed electric system with utilities acting as Distributed System
Platform (DSP) providers. Among these issues was security. The NYPSC recommended
following the technical guidance for smart grid cyber security assembled by NIST as a primary
reference, saying that “there is no single set of security standards that we can simply direct
utilities to comply with. It is unlikely that any definitive set of standards will ever exist, given the
threat.” The NYPSC did not direct the adoption or development of a specific set of cyber
security standards as part of this order (State of New York Public Service Commission, 2015).

Some of the state’s utilities, in comment on proposed regulation of DER products and services,
proposed adding a new section to address cybersecurity concerns. These utilities suggested “at a
minimum, the agreements shall include a requirement for all DERs and ESCOs to document and
implement a cyber security policy that represents a commitment to appropriate cyber security
protections, aligned with the National Institute of Standards and Technology Cyber Security
Framework as applicable to the entity’s business.* The utilities involved preferred that DERs
would have compliance-based processes and procedures in place, especially protocols for
addressing and documenting breaches, and requirements for cybersecurity insurance (Joint
Utilities, 2015). While protocols for addressing and documenting breaches are straightforward,
requirements for insurance could create high hurdles to market entry for many DER market
participants, as the costs would be distributed over a much smaller revenue base than the typical
investor-owned utility.

In contrast, California was substantially more aggressive adding DER security to the existing

regulatory code structure. Beginning in 2011, the California Public Utilities Commission
(CPUC) began creating standards for data access and privacy in order to provide clear direction
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on customer data ownership and access (CPUC, 2011). The California Energy Commission and
the CPUC drafted a series of cybersecurity and privacy requirements under Electric Rule 21, the
tariff that describes interconnection, operation, and metering requirements for connection of
generation facilities to the distribution system. Recommendations for cybersecurity included a
range of basic cybersecurity requirements (e.g., end-to-end requirements, implementation
validation before data is exchanged, and a minimum of authentication, authorization,
accountability, and data integrity). Privacy policies are also to be clearly defined (CPUC, 2015).

Once the states established PUC policy controls, work on funding pilot projects to deploy smart
grid concepts began. In California, for example, two smart grid development projects (one led by
San Diego Gas & Electric, the other by Bosch and American Honda) were documented in 2015
alone. Similarly, in New York four grid modernization projects were documented in 2014 and
2015 (NGA, 2015). These and other policy and regulatory actions are summarized in the
Appendix to this document. It is important to note that while some of the policies identified in
the Appendix, along with those outlined in one reference (Henry, 2015), have a cybersecurity
focus, many regulatory policy examples at the state level, where PUC regulation of distribution
companies (where most distributed generation is connected) is focused more on improving
market penetration of distributed generation technologies, with a lighter emphasis on doing so
with the above-mentioned security policies in mind.

Finally, with technical implementation uncertainty decreasing, states are beginning to issue more
aggressive renewable energy portfolio standards. The most dramatic example of this can be
found in Hawaii where, in 2015, a target of 100% of electricity that must be derived from
renewable resources by 2045 was set.
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5. GAPS IN POLICY AND RESEARCH REGARDING DISTRIBUTION
GRID SECURITY

There are several potential gaps in grid security for distributed generation that deserve further
examination, namely:

e The lack of a lock-step rollout of policies favoring DER market penetration and
policies defining sound and complete security management of DER systems;

e The risk associated with DER systems being connected to local networks with
existing security vulnerabilities;

e The reliance of DER systems on commercial communications networks;

e The gap between where regulation of DER systems is focused (at the bulk electric
system level) and where the majority of those systems are connected (at the
distribution level); and

e The opportunity for disruption of DER resources due to the disruption of other
infrastructures.

This section will discuss these gaps in more detail. First, there is an incentives-based push to
install renewable generation, which can be used in turn as a component of a DER
implementation, reflected in tax and other incentives provided to purchasers of said technology.
When combined with reduction in the cost of wind and photovoltaic technology, this creates a
driver for DER technology market penetration. This push to create market penetration for
distributed grid technology outpaces security and communications reliability implementations
necessary to make these systems run effectively in concert with the larger electric grid. This
imbalance between market penetration and security creates several opportunities for other
problems.

Placing distributed generation technologies on consumer communications networks (e.g.,
business or residential networks) increases the attack surface available to malicious actors. While
the potential consequences to this additional attack surface may be small for any individual
malicious action, the business risk to DER of such an action, and its impact on future and
planned deployments, must be considered and weighed on both DER companies and utilities
reliant on DER for satisfying demand. Distributed generation technologies share the network
with other equipment in the home or business, such as computers or “Internet of Things”?
devices which have their own security vulnerabilities. The elements of distributed generation are
therefore reliant on the home users’ ability to properly configure and secure their own networks.

Coupling this with reliance on commercial communications providers (e.g., internet service
providers) who may not have sufficient reliability standards needed by the electric grid due to
any number of factors (e.g., network failures, congestion) could lead to reliability issues at the
distribution level, the precise area DER implementation is meant to improve reliability.

2The “Internet of Things” is an internetworking of devices embedded with electronics, software, sensors, and
network connectivity designed to allow for the collection and exchange of data between said devices. In the home,
this includes programmable and learning thermostats, internet-connected refrigerators, and many other “smart”
devices. In addition to home networking, applications also exist in manufacturing, energy management, and
healthcare.
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To date, federal policies and standards (NERC, 2016) (FERC, 2008) have focused heavily on the
adoption of smart grid and DER technologies and security of the bulk power grid. However,
DER technologies are often connected to the grid at the distribution level. This leaves a potential
gap in the interpretation of federal standards and their applicability to many DER resources. The
policies as defined place the onus of identification and protection of critical cyber assets that
control or could impact the reliability of bulk electric systems on balancing authorities,
transmission operators, and reliability coordinators. Many DER assets might at best operate in
conjunction with a distribution operator that also happens to be a transmission operator. Security
efforts have been directly related to DER and DER-controlled technologies and associated modes
of communications (for example, security of information in transmission over a wireless
network, or authentication of communications between end points). From a security management
perspective, information security associated with communications for any purpose relies on three
components. They are the following:

e Confidentiality, or measures taken to ensure that sensitive information is not seen by
the wrong people, while making certain that those who should have access to
sensitive information can get to it;

e Integrity, which is an assurance that the information is consistent, accurate, and
trustworthy to all those authorized to access, and that data cannot be altered by those
unauthorized to do so; and

e Auvailability, or reliable access to information by those authorized (ISRMC, 2009).

In terms of information security, existing security efforts conducted in the integration of DER
technologies have led to a focus on the confidentiality and integrity of DER communications, but
very little effort exists around availability. Aside from anecdotal comments related to DER and
smart technologies existing potentially on a home user’s network (Ghansah, 2012), the topic
receives little attention. The availability aspect of information security is a gap in the existing
policies related to security in the DER space. As these resources are pushed further to the edge of
the distribution network, they are also moved outside of the communications links of the electric
utility’s own control system networks. Rather than sitting on a utility-owned network where that
utility can have some control over reliability and availability (recognizing that some links in the
current control network are acquired from commercial communications carriers), these new links
sit firmly within a commercial communications carrier’s network. From the electric utility’s
perspective, services provided by a commercial communications carrier are not guaranteed from
a reliability and availability perspective.

DER technologies connect to one another and back to the utility through commercial
communications assets that are on the electrical distribution network. In many cases, due to
telecommunications regulations, these commercial communications assets are required to have
backup power for some amount of time in the event of an electrical outage. When an electric
utility is prioritizing restoration among customers, the presence of backup generation (as in this
case) leads to assets being lower on the restoration list. The presence of backup generation also
leads communications asset owners/operators to not purchase restoration priority from their local
electric utility. In shorter duration outages, this is not an issue. However, in a longer outage,
prioritization of fuel for backup power generators becomes a constraint on continuous operation
of communications assets. This is driven by the fact that other infrastructure assets (e.g.,
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hospitals, interstate pipeline pumps, water treatment plants) will receive higher priority than
these communications assets for backup generator fuel, and, as a result, may cease to operate
when fuel runs out, causing any dependent DER system to lose contact with the control network.
As a result, the ability of a distribution utility to rely on DER resources as part of their
restoration strategy is debatable at best. A thorough re-examination of electric grid restoration
priorities, in light of these dependencies, may yield valuable insights for maintaining grid
reliability during outage and restoration events, and deserves further study.

Commercial communications carriers use prioritization of traffic within their own networks to
guarantee reliable service for voice communications carried over Voice over Internet Protocol
(VoIP). These communications compete with all other traffic on the network, such as video
streaming, so prioritization of service is required to ensure reliability. Regulations related to
voice service reliability drove these decisions by the commercial carriers, but the technique could
also be applied to control traffic for an element of distributed generation if the appropriate
agreements could be reached between the electric power utility and the communications carrier.
All of these elements are potential opportunities for failures of the grid due to disruption of other
dependent infrastructures not experienced by the traditional electric grid, and they are not
covered in current security discussion or regulations.
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6. CONCLUSIONS

Integration of distributed generation technologies for more flexible operation of the electric grid
has become a part of the vision of policy makers since the early days of electric utility
deregulation. Technology improvements have been made to make these technologies cost-
effective for individual consumers, accelerating the deployment and penetration of a range of
technologies. Consumer-side incentives have served to increase that penetration. Communication
with distributed energy resources is essential for integrating their performance into the larger
electric grid, even if the perspective of that communication is constrained to a particular
distribution company among the thousands of distribution companies across the country to which
resources may be connected. Authentication of communications and integrity of information
flows are essential.

But policy implementation encouraging market penetration of distributed generation has
outpaced policy development supporting security and reliable communications implementation,
and this has created several gaps. In the absence of coordinated effort among the nation’s
utilities, state PUCs, distributed generation control hardware and software vendors, and
communications providers on which communications between distributed generation and
controlling entities (utilities or aggregators) rely, the potential attack surface of the power grid to
malicious actors has increased. Grid operators are left to rely on the ability of noncommercial
users to properly configure their networks. Congestion and network failures for commercial
communications networks can lead to an inability to properly communicate with distributed grid
technology. Combined, these gaps create potential for distributed generation to have a negative
effect on the grid.
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APPENDIX A: SURVEY OF REGULATORY AND POLICY ACTIONS
REGARDING DISTRIBUTED GENERATION IMPLEMENTATION AND
INCENTIVIZATION, INCLUDING GRID SECURITY

Introduction

In this section, we conduct a review of energy policy actions over the past 10 years at the federal
and state level to better understand the state of policy development in the area of distributed
generation security. First, Federal policies that most closely relate to smart grid security issues
are summarized in chronological order. Second, for the state level perspective, we focus on 4
states: Hawaii, California, Vermont, and New York. For each state, energy policies and actions
that most closely relate to distributed generation issues are summarized in chronological order.
It’s important to note that the lists of federal and state policies presented here are not exhaustive
but represent a sample of the type of policies and actions found. In this initial version of this
analysis, the goal is to get an overall sense of the evolution of policy from the federal down to
the state level over the 10 years considered. With this review in hand, we can then begin to intuit
the overall strengths and emphasis of the current grid security policy regime and look for areas
where additional emphasis may be warranted.

Review of Distributed Generation Policies and Actions

It is clear from this initial review of distributed generation policies and actions that grid security
is an increasing priority for both the public and private sector, but that much of the actions taken
are at the federal level. The following policy compilation represents a first pass review of
material covering the past decade related to this issue. Additional information and examples will
be added as they become available.

National Level Policies and Actions

1997 — President’s Commission on Critical Infrastructure Protection — the PCCIP laid the
groundwork for defining the risk to the function of critical infrastructure, including electric
power, from information-based attacks. “The widespread and increasing use of SCADA systems
for control of energy systems”, it reported, “provides increasing ability to cause serious damage
and disruption by cyber means.” The report strongly recommended a partnership between the
public and private sectors in securing systems (PCCIP, 1997).

2003 — The National Strategy to Secure Cyberspace — This document reiterated the risks
identified in (PCCIP, 1997) and discussed the government’s role in light of the establishment of
the Department of Homeland Security. The document articulated a series of priorities, and a
series of actions and initiatives for meeting these priorities (CERT, 2003).

2003 (renewals in 2004 and 2005) - NERC Standard 1200 — Urgent Action Cyber Security
Standard - The intent of the NERC cyber security standard is to ensure that all entities
responsible for the reliability of the bulk electric systems of North America (initially, control
areas; in later iterations, balancing authorities, transmission operators, and reliability
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